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WHERE IT ALL BEGAN



CRICUT MAKER



CRICUT MADE A BAD CALL

source: Ars Technica

https://arstechnica.com/tech-policy/2021/03/cricut-fully-abandons-plans-to-make-device-owners-pay-subscription-fee/


AND ROLLED BACK ASAP

source: The Verge

https://www.theverge.com/2021/3/16/22334798/cricut-postpones-subscription-unlimited-uploads


E-WASTE



BUT IN THE MEANTIME ...







HOW TO HACK DESIGN SPACE
FOR 30€



THE PLAN



TWO OPTIONS

Keep the Cricut firmware and create a new open-
source client

Create a custom firmware compatible with existing
cutting so�ware



OPTION #1: KEEPING THE FW

😡 Communication is encrypted with a secret key (IP)

�  Cricut can update the protocol at any time

�  We cannot develop new features



DMCA STRIKE



OPTION #2: OPENSOURCE FW

🤩 No encrypted communication protocol

U We control everything

U We can implement new features !

🤔 Programming interface must be available



NEXT STEPS

1. Reverse-engineer the printed circuit boards

2. Find a way to program the micro-controller

3. Write some code to drive motors, LEDs, buttons and
sensors

4. Customize GRBL to fit the board



OH, AND I NEED A
CRICUT MAKER



REVERSE-
ENGINEERING



PCB BREAKDOWN



RECOVER ALL THE TRACKS !



MCU IDENTIFICATION

Custom markings

Discord server mentionned a PIC32

Matching MCU: PIC32MX470F512L



SCHEMATICS (PARTLY)
RECOVERED



GEARS, BELT AND MOTORS



GEARS, BELT AND MOTORS



MOTORS





TOOL HEAD PCB



WE KNOW THINGS

How electronics work on the Maker

How X and Y axes are driven

How the tool head works



PUTTING GRBL
INSIDE THE MAKER



PROGRAMMING/DEBUGGING



PORTING GRBL TO OUR PIC32

GRBL supports almost everything

Multiple challenges 😨

Designed for AVR, not PIC32



SERIAL COMMUNICATION

Microchip USB CDC ACM example is a PITA 🤬

Did some hacks to interface with existing AVR's
UART code

Works pretty fine and allows easy debugging



DRIVING MOTORS

PWM frequency is 20 kHz to avoid weird buzzing

Driven through PWM in slow decay mode



DC MOTORS AS STEPPERS

Force small moves (steps) with DC motors

We have to deal with inertia

Precision is pretty bad (not real stepper motors 🤬)



POSITION HACK FTW
(POOR MAN'S PID)



DETECTING MOTOR STALL

No endstops, deal with it

We have quadrature encoders, that's neat 👍



AFTER COUNTLESS HOURS ...

0:00 / 2:21



A MATTER OF TIME

Roughly 100 hours spent on this project

Streamed live on Twitch

A lot of fails 😅



FREE ALL THE
HARDWARE !



WE BUY, WE OWN !



LOCKING USERS IN

Vendor can remotely deactivate any machine

Machine is damn expensive

Users must use some kind of crappy so�ware

This is deliberate, users are not well informed



VENDORS,
WHAT YOU SHOULD BE DOING

Sell hardware that uses well-known protocols

Provide your official (optional) application

Sell quality supplies and accessories



HARDWARE HACKERS, WHAT YOU
SHOULD BE DOING

Reverse popular closed-source hardware

Create and publish compatible open-source
firmware

Use and improve well-known communication
protocols



CONCLUSION



THE MAKER IS (ALMOST) FREE !

Can be used offline, without subscription

Could work on Linux/Windows/Mac

Community-driven features and so�ware



DOCUMENTATION / SOFTWARE

https://virtualabs.github.io/cutcutgo/

https://virtualabs.github.io/cutcutgo/


STILL A LOT OF WORK

Modified version of InkCut in the pipe

USB-based firmware upgrade

Bluetooth Low Energy module support

Front LEDs and buttons support



CONTRIBUTE !



REMEMBER:
HACK ALL THE THINGS !



THANKS, QUESTIONS ?

 virtualabs

 @virtualabs@mamot.fr

 @virtualabs (DM only)


